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Agenda 

ÅGrowth of connected Medical Devices (Wired and 

Wireless)  

ÅIncreased use of wireless consumer devices  

ÅReal world examples of why itôs important 

ÅVendor approaches to problem correction 

ÅQoS and Roaming recommendations 

ÅBrief mention of MDDS ï Mobile Medical 

Applications, regulation on the horizon. 

Å20 Minutes ï Q&A 



Why are we here? 

Å In the past, networked medical devices required their own 
separate network. 

ïThe HITECH Act and other business drivers are pushing 
healthcare institutions to converge the medical device network 
and the HIT network. 

Å Does converging medical devices safely require more than 
simply connecting the medical devices to the HIT network? 

ÅWhat methodology do you use to address patient safety, 
continued efficacy of the medical device, and system security? 

Å Are there potential regulatory and legal responsibilities? 

Å How will your facility or company deal with the HIT network 
becoming a critical part of a regulated medical device? 
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Courtesy Jan Wittenber, Philips/IEEE 11073 



Wireless Management 

Å The materials were loaded at a 
nearby Home Depot where the 
store manager made the customer 
sign a waiver before loading the 
vehicle. 

Å On the roof are many 2X4s, 4X4s 
and OSL sheets of lumber. 

Å In addition to the lumber on the 
roof, the back seat contains ten 
80-pound bags of concrete! 

Å Home Depot estimated the load 
weight at 3000 lbs.  

Do you use the ñVW Jetta Management Methodò? 
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The Joint Commission  

Sentinel Event Alert 42 (12-11-2008) 

ÅTitle ï ñSafely implementing health information and 
converging technologiesò 

ÅAs health information technology (HIT) and ñconverging 
technologiesòð the interrelationship between medical 
devices and HITð are increasingly adopted by health 
care organizations, users must be mindful of the safety 
risks and preventable adverse events that these 
implementations can create or perpetuate. Technology-
related adverse events can be associated with all 
components of a comprehensive technology system and 
may involve errors of either commission or omission. 

ÅThis Alert focuses on how to safely implement HIT and 
converging health technologies. 
 



The Joint Commission 

Sentinel Event Alert 42 
Å Leadership standards LD.4.20 (LD.04.04.03*) and LD.4.40 

(LD.04.04.05*) address designing new processes and establishing a 
safety program. In addition, since technology is prevalent in health 
care ï from patient admission to the surgical suite to the ordering 
and administration of medication and the use of equipment and 
medical devices ï any Joint Commission standard could 
potentially be tied to technology. Users should consider the 
use of any technology in relation to the standards and be aware 
of potential dangers to patients, as in any clinical situation. 

Å Environment of Care standards EC.02.01.01, EC.02.04.01, and 
EC.02.04.03 address product recalls, selection, testing, and 
maintenance of medical equipment, and contingencies when 
equipment fails. 



ECRI Institute - Top 10 Health 

Technology Hazards For 2011 
Å ñAlarm Hazardsò ranked #2 

ï Alarm-related adverse incidents typically involve, ñalarms not being 
properly relayed to ancillary notification systems (e.g., paging system, 
wireless phones), potentially leading to a failure to notify relevant staff.ò 

Å ñData Loss, System Incompatibilities, and Other Health IT Complicationsò 
ranked #5 

ïñThe convergence of medical technology and health information 
technology (HIT) is no longer a new phenomenon or purely a 
specialized concern. Technologies like medication management 
systems and processes like the incorporation of medical data from 
devices such as physiologic monitors and ventilators into electronic 
health records are just a few examples of how convergence is becoming 
more commonplace. 

https://www.ecri.org 

https://www.ecri.org/


ECRI Institute 

Top 10 Technology Hazards For 2011 

Å ñData Loss, System Incompatibilities, and Other Health IT Complicationsò 
ranked #5 
 
ï ñWhile convergence presents many benefits, including improved standards of 

care and operational efficiencies, it also presents many risks. Ineffective 
convergence can adversely affect patient care in a wide variety of ways. It can, 
for example, lead to data being lost (e.g., overwritten, unsuccessfully transmitted) 
or being associated with the wrong patient, which in turn can lead to 
misdiagnosis, inappropriate treatment, or the need for repeat testing.ò 
 

ï To prevent hazards associated with convergence of medical technology and HIT, 
ECRI Institute recommends, ñ[employing] good project management, change 
management, and risk management processes. To aid in this effort, hospitals 
should consider applying the International Electrotechnical Commissionôs 
new IEC 80001-1 standard, Application of Risk Management for IT-
Networks Incorporating Medical DevicesðPart 1: Roles, Responsibilities 
and Activities.3ñ 
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CleanAir 

Improved Client Performance 

Beam forming = more bars everywhere and a 

superior user quality of experience ï 

improvements for one = improvements for all 

Superior Video Quality  

Reliable multicast, stream prioritization,  

and resource reservation  

Network Access Control for Biomed Devices 

 
Automatic wireless/wired network provisioning 

ClientLink 

VideoStream 

BioMed NAC 

Identity 

Services 

Engine  

(ISE) 

Cisco 

Prime 

NCS 

Who?       What?      When?     
Where?      How? 

Detect, classify, locate and mitigate 

interference Improving  network reliability and 

performance ï IEC-80001 conformance 

Interference Protection 

Leading  

Technology 
Unified Policy and 

Network Management 

Addressing the wireless challenges and trends 

Bandselect 
5GHz capable clients are automatically  

moved to cleaner 5GHz spectrum ï move 

critical devices band reserved for medical 

devices 

Automatic band steering for 5GHz   



Detect and Classify 

Cisco 
CleanAir 

High-resolution interference detection and 
classification logic built-in to Ciscoôs 802.11n Wi-Fi 
chip design. Inline operation with no CPU or 
performance impact. 

100 
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20 

ÁUniquely identify and 
track multiple 
interferers 

ÁAssess unique impact 
to Wi-Fi performance 

ÁMonitor AirQuality 

 



Mitigate 

Wireless LAN Controller 

Cisco 
CleanAir 

Cisco CleanAir Technology integrates interference 
information from the AP into the entire system. 

ÁClassification processed 
on Access Point 

ÁInterference impact and 
data sent to WLC for real-
time action 

ÁWCS and MSE store data 
for location, history, and 
troubleshooting  

Maintain Air Quality 

GOOD POOR 

CH 1 CH 11 

Locate 

WCS, MSE 

Visualize and Troubleshoot 



5 2.4 

Optimized RF Utilization by Moving 5 GHz Capable Client Out of the Congested 2.4 GHz Channels 

802.11n 

 
Access Point Assisted 5 GHz Band Selection 

Dual-Band Client Radio 

2.4/5GHz  

Discovery Probes 

Looking for AP 

Discovery     

Response 
Solution 

BandSelect directs clients to 5 GHz optimizing RF usage 

ÁBetter usage of the higher capacity 5GHz band 

ÁFrees up 2.4 GHz for single band clients 

Challenge 

Dual-Band clients persistently connect to 2.4 GHz 

Á2.4GHz may have 802.11b/g clients causing 

contention 

Á2.4GHz is prone to interference and is a plethora of 

consumer devices 



Improve Reliability and Coverage 

ÅClient Link uses Beam Forming to Direct Signal to Improve Performance and 
Coverage for 802.11a/g Devices 

Advantage 

Challenge 
ÅLegacy clients may have poor receiver sensitivity ï aka poor reception and slow speed 

selected 
Increased density of wireless devices requires higher data rates to reduce channel contention 

Up to 65% Increase  

in Throughput 

Up to 27% Improvement 

in Channel Capacity 

802.11a/g Without ClientLink 

and Beam Forming 

Existing 802.11n 

Solutions Beam Strength 

Not Directed to Client 

802.11a/g With ClientLink and 

Beam Forming 

Increases Overall Wireless System Capacity in Mixed Client Environment 
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802.11 
Data Rates 

b/g 

n 

AP 1140 

ÅMulticast packets (UDP) are sent as 
broadcast packets over the air per 
802.11 standard 

ÅBroadcast packets do not use error 
correction:  ñfire and forgetò 

ÅBroadcast packets are sent at Lowest 
supported mandatory data rate: 

1 MB for B/G  (400K actual) 
6 MB for A  (2.7 MB actual) 

 
 

Technical Challenges 

Choppy, Unreliable Video 
 

ÅVideo Stream does not utilize 
802.11n High Throughput data 
rates 

ÅHeavy utilization of channel due 
to high rate of very slow 
packets 

ÅVideo delivery is not reliable 
causing poor Quality of 
Experience 

 

 

Video Impact 

Default 802.11b/g 
mandatory data rates 

Video 
Server 
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ÅIGMP state monitored for each client. Only send 
video to clients requesting 

ÅMulticast packets replicated at AP and sent to 
individual clients at their data rate 

ÅResource Reservation Control (RRC) used to 
prevent channel oversubscription. Works in 
conjunction with Voice CAC 

ÅStream Prioritization ensures important videos 
take precedence over others 

ÅSAP/SNMP error message created when 
Channel Subscription violated 

Technical Solution 

ÅSmooth, Reliable Video 
delivered to multiple clients 

ÅQuality of Video protected in 
varying channel load conditions 

ÅPrevents video flooding 

ÅPrioritizes Business Video over 
other video 

 

 

 

Video Impact 

Default 802.11 b/g 
mandatory data rates 

Intelligence 
in the AP 

QoS Marked 
on CAPWAP 
From WLC  

Video 
Server 



Cisco VideoStream Technology 

ÅProvides HD multicast video by protecting QoS of all streams with Prioritization 
and RRC  

Advantage 

Challenge 

ÅDelivering high quality multicast video on mobile devices at scale 

Primary 802.11n Components 

Efficiently Scales Enterprise-Class Video Collaboration on Mobile Devices 

Stream Prioritization Resource Reservation Control 

MULTICAST 
STREAM 

AP 

UNICAST 
STREAMS 

AP WLC 

Live OR Video Training 

Physical Security Feed 

Live Video Entertainment 

AP 

VIDEO NOT 
AVAILABLE 

In room patient surveillance 
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Enabling WMM is not automatically bi-directional, 

wireless application must mark traffic accordingly 

An end-to-end QoS Policy is required 



Inter-Controller Roaming 
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Client roams from  

AP1 to AP2 

Controller 1 

Client DB 

Controller 2 

Client DB 

IP Subnet

Client A: MAC, IP Addr, AP, QoS, Securityé Client A: MAC, IP Addr, AP, QoS, Securityé 

AP1 AP2 

Intra-Controller Roaming 
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Client roams from  

AP1 to AP2 

Controller 

Client DB 

Client A: MAC, IP Addr, AP, QoS, Securityé 

AP1 AP2 

IP Subnet

Pre-Roam Traffic Path 

Post-Roam Traffic Path 
Pre-Roam Traffic Path 

Post-Roam Traffic Path 

Re-Authentication 



Mobility Group Inter-Controller Roaming  
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Client roams from  

AP1 to AP2 

Controller 1 

Client DB 

Controller 2 

Client DB 

Client A: MAC, IP Addr, AP, QoS, Securityé Client A: MAC, IP Addr, AP, QoS, Securityé 

AP1 AP2 

IP Subnet

Mobility Msg Exch

Pre-Roam Traffic Path 

Post-Roam Traffic Path 



Mobility Groups 

Mobility Groups 

Wireless LAN 

 Controller(s) 



ACS WCS MSE NAC 

Wireless 

Management 

PCðBrowser 

Based 

Third-Party 

Integration to LBS 

(Nurse Call, BioMed, 

EMR) 

MGN 2.0 

Campus 
Cisco Catalyst 

6500 Wireless 

Services Module 

(WiSM) 

Wireless LAN 

Controller (WLC) 

Voice & QoS Enabled  

Access Switches 

Cisco Catalyst® 

3750G Integrated 

Wireless LAN 

Controller 

Cisco ISR 

Wireless LAN 

Controller Module 


